Hopmbl nonb3oBaHna CeTblo

1.1. 3anpelleHa maccoBas paccblfika cCoobLeHUIn NOCPEACTBOM 3NEKTPOHHON MOYThI M APYrMX cpeacTB NepCoHarbHOro
obmeHa nHdopmauuen (Bkntovas crnyxbbl HeMeaneHHoM AoCTaBku coobLeHni, Takne kak SMS, IRC v 1.1.), nHaye kak
MO SBHO W HEBYCMbICIIEHHO BbIP&XXEHHOW MHULMATMBE nonyvaTenen.

OTkpbiTas ny6nukauns agpeca 3NeKTPOHHOW NOYTbI UKW APYro CUCTEMbI MePCOHanbHOro obmeHa nHgopmaumen He
MOXeT CMyXWUTb OCHOBaHWEM AN BKMIOYEHNSA agpeca B Kakon-nnbo CMCcoK AN MacCoBOW PaCChINKN COOBLLEHNN.
BkntoueHne agpeca, nony4eHHoro nobbim nytem (Yepes web — copmy, Yepes nognucHoro poboTa u T.M.), B CIMCOK
agpecos, No KOTOPOMY NMPOBOAUTCS Kakas-nnbo pacchinika, AonycKaeTCst TOMbKO NPY YCNOBUU HANWYnst Hagnexallen
TEXHWYECKOM NpoLeaypbl NOATBEPXKAEHNS NOAMUCKA, rapaHTUPYIOLLEN, YTO aApec He nonageT B CNUCOK MHaye, Kak no
BOne Bnagenbua agpeca. lNpoueaypa NoaATBEPXKAEHNS NOAMMUCKU AOMKHA UCKMOYaTb BO3MOXHOCTbL NonagaHusa agpeca
B CMUCOK agpecaToB Kakor-nnbo paccbinkv (€AMHUYHOWN UMK PErynsapHON) Mo MHUUMaTUBE TPETbUX NuL, (T.e. Nnu, He
ABMSAOLMNXCS BNagenbLamMm gaHHOro agpeca).

O6s3aTenbHO HanNMyMe BO3MOXHOCTM ANst Nioboro noagnucunka HemeaneHHo NoKNHYTh CNMCOK pacchinky 6e3 Kakux-
nmMBo 3aTPYAHEHNI NPY BO3HWKHOBEHWM Y HEro TaKoro xenaHns. MNpy 3ToM Hannyne BO3MOXHOCTW MOKMHYTb CMMCOK
caMo o cebe He MOXET CNY>XMTb OnpaBAaHMeM BHECEHUS aApecoB B CMMCOK HE NO BONe BriagenbLeB aapecos.

1.2. 3anpelyeHa oTnpaBka 3NEKTPOHHbLIX MUCEM U OPYrMX COOBLLEHUN, coaepXKallunx BNOXeHHble dannbl u/vnm
UMEILLNX 3HAYMTENBbHBIN 06BEM B MacCOBOM nopsiake 6e3 nonydeHus npeaBapuTenbHOro cornacusa Bcex
nonyyartenen.

1.3. 3anpelleHa paccbinka (MHaye Kak no NpsMow MHMUmMaTMBe nonyyaTens)

a) 3NEKTPOHHbIX NUCEM 1 APYrnX COOBLLEHWUI (B TOM YWCHE QNHNYHBIX) PEKITAMHOIO UMK arMTaLMOHHOTO XapakTepa;
6) nMcem 1 coobLUEeHMIn, coaepXaLLmx rpybble N 0CKOPOUTENbHBLIE BbIPAXEHUSI U NPEANOXKEHNS.

B) Pacchblinka coobLueHuin, coaepxaluux npockby nepecnaTb AaHHOE cO0bLEeHNE APYTMM AOCTYMHBLIM NOMNb30BaTENsAM
(chain letters)

r) icnonb3oBaHne 6e3nmyHbIX («poneBbIXy») agpecoB UHaye, Kak no ux NPSIMOMY Ha3Ha4YeHu o, YCTaHOBNEHHOMY
BnajenbLeM afpecoB U/unu ctaHgapTamu.

1.4. 3anpeLleHa paccbifika MHopmMauuy nonyyaTensiM, paHee B ABHOM B/ BbIpa3vBLUMM HEXernaHue nonyyatb 3Ty
nHdopmaumio, HHopMaLmMo JaHHON KaTeropumn nnm MHpopmaumio OT 4aHHOTO OTNpaBUTENS.

1.5. 3anpeLleHo ucnonb3oBaHWe COBCTBEHHbIX MW NPeAOCTaBAEHHbIX MH(POPMaLMOHHbBIX PecypcoB (MOYTOBbIX
SILLNKOB, agpecoB 3MEeKTPOHHOM noYThbl, cTpaHny WWW un 1.4.) B Ka4eCTBE KOHTAKTHbIX KOOPAMHAT Npy COBEpPLUEHUN
nto60ro n3 BbILLEONNCAHHBIX AEUCTBUIA, BHE 3aBUCMMOCTHU OT TOrO, U3 Kakon To4kn CeTn Obinm CoBEpLUEHbI 3TW
JencTBus.

1.6. 3anpeLleHo ocyLlecTBNeHNE AeATENBHOCTM NO TEXHUYECKOMY 0BecneveHuno pacehiiiku cnama (spam support
service), kak To:

- LeneHanpaeneHHoe CkaHMpPOBaHME COAEPXKMMOro MHGOPMAaLMOHHBLIX PECYPCOB C Liefbio cbopa agpecoB 31IEKTPOHHOM
NoyThbl U ApYrMx cnyx6 AocTaBky COOBLLEHNI;

- pacnpocTpaHeHne nporpaMMHoro obecrnedeHns 4nsi paccbifiki cnama;

- co3faHwue, Bepudmkaums, nogaepxaHme unm pacnpoctpaHeHne 6as AaHHbIX agpecoB 3MEKTPOHHOM NOYThI UNn
Apyrux cnyx6 goctaBku coobLLeHMI (3a UCKMIOYEHNEM Cryyas, Kor4a Brafenblbl BCEX aApecoB, BKITKOYEHHbIX B TaKyHO
0a3y AaHHbIX, B IBHOM BUAe Bblpa3unn CBOE Cornacue Ha BKIHYEHME aapecoB B AaHHYKO KOHKPETHYO 6a3y AaHHbIX;
OTKpbITas Nybnukauus agpeca TakoBbIM COracMem CUMTATbCS HE MOXET).

2. 3anpeT HeCaHKLMOHMPOBAHHOIO JOCTYMNa MU CETEBbIX aTak.

He ponyckaeTtcs ocyLLecTBreHME NOMbITOK HECAaHKLMOHMPOBAHHOIO AoCcTyna k pecypcam CeTu, NpoBeAeHNe ceTeBbIX
aTak 1 CeTeBOro B3fioMa M y4acTue B HUX, 32 UCKIIOYEHMEM ClyYaeB, KOrga ataka Ha CeTEBOW pecypc NpoBoAUTCS C
SIBHOrO pa3peLlleHus Bnagenbla unv agMuHucTpaTopa aToro pecypca. B Tom uncne sanpelueHbi:

2.1. NencTtBud, HanpaeneHHble Ha HapyLleHne HoOpManbHOro PyHKLUMOHMPOBaAHUSA 3nemeHToB CeTn (KOMMNbIOTEPOB,
apyroro o6opyaoBaHMs Unu NporpaMMHoOro obecneyenunst), He NpMHagnexalmx nonb3oBaTento.

2.2. [leficTBMS1, HanpaBneHHble Ha NonyYyeHne HecaHKLIMOHMPOBAHHOMO JocTyna K pecypcy CeTu (KoMnbloTepy, Apyromy
060pyaoBaHMIO UK MHOPMAaLMOHHOMY Pecypcy), NocneaytoLlee UCNoNb3oBaHWe Takoro AOCTyna, a Takke
YHUUTOXEHME 1N MoaMMKaLMA NPOrpaMMHOro 06ecneyeHns U AaHHbIX, He NpUHaAnexalyux nons3osaTento, 6e3
COrnacoBaHusi ¢ BragernbLamMm 3Toro NporpaMMHoOro o6ecneyeHms Unv faHHbix nMéo agMmMHMCTpaTopamm 4aHHOMO
MHOpMaLMOHHOTO pecypca. Mo HecaHKLMOHMPOBaHHBLIM AOCTYNOM NOHUMAEeTCs No6Gor JOCTyN CNocoboM, OTINYHLIM
OT NpeAnonaraBLIErocs BrnaaenbLeM pecypca.

2.3. Nepepaya komnbloTepam unmn obopygosaHuto CeTn 6eccmbICneHHON 1y GecnonesHon nHpopmMauum, Co3garLLen
napasuTHYIO Harpy3Ky Ha 3TW KOMMbIOTEPBI UM 060PYAOBaHNE, a Takke NPOMEXYTOYHbIE Y4aCTKM CETU, B obbemax,
npesbllarWnUX MUHMMaNbHO HeO6XO,ElMMbIe Ana npoBepkKn CBA3HOCTU ceTten un OOCTYNHOCTWU OTAENIbHbIX ee
SMEeMEHTOB.

2.4. LleneHanpasrieHHble AeNCTBUSA NO CKaHMPOBAHWIO Y3N0OB CETEN C Liefblo BbISIBIIEHUSA BHYTPEHHEWN CTPYKTYPbI CETEN,
CMMCKOB OTKPbITLIX MOPTOB U T.M., MHA4e Kak B Npeaenax, MUHUMarnbHO HE0OX0aNMbIX O11S NPOBEAEHMS LWTATHBIX
TEXHUYECKNX MEPONPUSATUN, HE CTaBSALLUX CBOEN Lenbio HapylleHne nyHkToB 1.1, 1.2 n 2.2.1 HacTodLLero JOKyMeHTa.

3. CobnitogeHve NpaBwur, YCTAHOBMEHHbIX BMagenbLamMm pecypcos.



Bnageneu no6oro nHopMaLMOHHOTO Uin TexHUYeckoro pecypca Cetn MoXeT YCTaHOBUTbL AJ1si 9TOrO pecypca
cobcTBeHHble NpaBuna ero Ucrnonb3oBaHus. Mpaeuna Ucnonb3oBaHNA PecypcoB NGO Cobinka Ha HUX MYGNUKYTCS
BrnagenbLamMu Unu agMMHUCTPaToOpaMmn 3TUX PECYPCOB B TOYKE MOAKIOYEHUS K TaKUM pecypcamM 1 ABMsATCS
0653aTeNbHbIMU K UCMIOSNHEHMIO BCEMU NOMb3oBaTENAMU 3TUX pecypcoB. MpaBuna AoMKHbI ObITb NErko AOCTYMHbIMY,
HanMcaHHbIMU C Y4ETOM pPasHOro YpPOBHS NMOArOTOBKM NoMb3oBaTenei.

MpaBuna Ucrnonb3oBaHUs pecypca, yCTaHOBMEHHble BnadenbLeM, He OOMKHbI HapyLlaTh Npasa Bnagenbues apyrux
PecypCcoB Uy NPUBOAUTL K 310ynoTpebieHnsiM B OTHOLLEHWUM APYIMX PeCcypCoB.

Monb3oBaTtenb 06513aH cobntogaTth NpaBuia UCMoNb30BaHUsS pecypca NGO HeMeAsIeHHO 0TKasaTbCsl OT ero
UCMOb30BaHUs.

B cnyyae ecnuv npaBuna, yCTaHOBIIEHHbIE BriafesibLEeM pecypca, NpoT1BopeYaT TEM UMM UHBbIM MYHKTaM HacTOsILLEro
[OKYMEHTa, B OTHOLLEHMW JAaHHOIO pecypca NPUMEHSIIOTCA NpaBua, YCTaHOBMEHHbIe BiafenbLeM, eCrin 3To He BeaeT
K HapyLUeHNsIM B OTHOLLEHWUM ApYrMX pecypcoB. B crnyyae ecnv BnagenbLeM rpynbl PECYPCOB SIBHO YCTaHOBIEHbI
npaBwuna TonbKO AN 4acTu PecypcoB, ONns OCTanbHbIX NMPUMEHSIOTCS Npasuna, copMynMpoBaHHbIe B AaHHOM
JOKYMEHTe.

4. HeponyctumocTb dhanscudpmkalmm.

3HauutenbHas 4Yactb pecypcoB CeTn He TpebyeT naeHTudrkalmm nonb3oBaTens 1 AonyckaetT aHOHUMHOE
ucnons3oBaHne. OgHaKo B psae criydyaeB OT nonb3oBaTens Tpebyetcsa npeaocTaBuTb MHOPMaLUIo,
NOEHTUMLMPYIOLLYIO €ro U UCnonb3yemble UM cpeacTea goctyna k Cetu. Mpy 3ToM nonb3oBaTeNb HE AOSHKEH:

4.1. Vcnonb3oBaTb naeHTU(UKaUMOHHbIE AaHHble (MMeHa, agpeca, TenedoHbl U T.M.) TPETbMX JL, KPOME CIyyaes,
Kora 3aTi nvua yrnonHOMOYMUNK NoMb3oBaTens Ha Takoe UCNoMb3oBaHue.

4.2. danbcudmumpoBaTb cBow IP-agpec, a Takke agpeca, ucnonb3yemble B ApYrux CeTeBbIX NMPOTOKOMax, npu
nepegave AaHHbIX B CeTb.

4.3. Vcnonb3oBaTb HecylecTByoLWMe obpaTHble agpeca npu oTnpaske 3NEKTPOHHbIX MMCEM U APYrUX COOBLLEHMN.

4.4. HebGpexxHO OTHOCUTBLCS K KOH(PUAEHLNANBHOCTM COOCTBEHHBIX MOEHTUMMKALNOHHBIX PEKBU3UTOB (B YAaCTHOCTH,
naponeu u NPoYMx KOLOB aBTOPU3OBAHHOIO JOCTYNA), YTO MOXET MPUBECTU K UCMOMNb30BAHMIO TEX UMW MHBIX PECYPCOB
TPETbUMU NLI@MW OT MMEHWN AAHHOTO NoNb3oBaTeNs (C COKPbITUEM, TAaKMM 06pa3oM, UCTUHHOTO MCTOYHUKA AENCTBUN).

5. HacTpovika cobCTBEHHbLIX PECYPCOB.

Mpwn paboTe B ceTn MHTEpHET Nonb3oBaTeNlb CTAHOBUTCS €€ NOMHONPaBHbIM Y4aCTHMKOM, YTO co3adaeT
NOTEHLManNbHY0 BO3MOXHOCTb AMs UCNOMNb30BaHMS CETEBbLIX PECYPCOB, MPUHAANEXaLlMX Nonb30BaTenNto, TpeTbUMU
nvuamu. B cBs3u ¢ 3TM Nonb3oBaTerb AOMKEH NPUHATL HaAIexallme Mepbl No TakoW HAaCTPOMKEe CBOUX PeCypCOoB,
KoTopas npensitctBoBana obl HeAO6POCOBECTHOMY UCMOMb30BaHMI0 3TUX PECYPCOB TPETLUMU NULLAMK, a Npu
obHapy)XeHun cny4aes Takoro UCMonb30BaHWsA NPUHUMATL OnepaTMBHbLIE MepPbI MO UX NPEKPaLLEHMIO.

Mpumepamn noTeHumnaneHO NPobNemMHON HAaCTPOMKN CETEBLIX PECYPCOB ABMAIOTCS:

- OTKPbITblE PETPAHCNSATOPbI 3MNEKTPOHHOM NnoyThl (open SMTP-relays);

- obwenocTynHble Ans HEaBTOPU30BaHHOWM Nybnukauuyn cepBepbl HOBOCTEN (KOHdepeHUUn, rpynn);

- cpefcTBa, NO3BONALLME TPETBMM NULIAM HEABTOPU30BAHHO CKPbITb MCTOYHUK COeAMHEHMUS (OTKPbITbIE MPOKCU-
cepsepbl U T.M.);

- obLLeoCTyNHbIE LWMPOKOBELLATENbHBIE agpeca foKanbHbIX CETEN, NO3BONSOLNE NPOBOAUTL C X NMOMOLLbIO aTaku
Tnna smurf;

- QNEKTPOHHbIE CMUCKN PACChINIKM C HEAOCTAaTOYHOWN HAaAEXHOCTbIO MeXaHu3Ma NOoATBEPXKOAEHNS NogNUCKN unu 6e3
BO3MOXHOCTU €€ OTMEHBI;

- WWW-CaWTbl U Apyrue nogobHble pecypcbl, OCYLLLECTBIIAOLLMNE OTNPaBKy KOPPECMOHAEHL MU TPETBMM NMLAM MO
@HOHUMHOMY UM HEAOCTATOYHO ayTEHTUMLMPOBAHHOMY 3arpocy.



